Abstract-Cloud computing is a new computing model, and security is ranked first among its challenges. This paper reviews existing security monitoring mechanisms compared with new challenges which are caused by this new model. We highlight possible weaknesses in existing monitoring mechanisms, and propose approaches to mitigate them.
I. INTRODUCTION
According to the definition proposed by the National Institute of Standards and Technology (NIST) [1] , Cloud computing is a model for on-demand network access to a shared pool of resources (e.g., networks, servers, storage, applications, and services) that can be rapidly provisioned and released. This process is done with minimal management effort or interaction with the cloud provider. A cloud customer will experience higher availability through this new model [1] . "By 2012, 20 percent of businesses will own no IT assets. Several interrelated trends are driving the movement toward decreased IT hardware assets, such as virtualization, cloudenabled services, and employees running personal desktops and notebook systems on corporate networks" [2] .
One of the most significant obstacles to cloud computing adoption is represented by security challenges. A lack of clear definition of perimeters, system dependability, data confidentiality and integrity are some of the security challenges which slow down the shift forward. Additionally, it has been shown that hackers are becoming more and more interested in the cloud model. A survey conducted among 100 IT professionals at the 2010 DEFCON conference [3] revealed that 96 percent claim that the cloud will provide more hacking opportunities for them. 89 of them said that they thought that cloud providers were not being proactive enough in their security, and 45 of them admitted to already have engaged in cloud hacking, while 12 of them said that they hack for financial gain.
There is thus a growing need to define and utilize proper monitoring mechanisms in cloud environments. We need threat monitoring mechanisms which not only perfectly assess the old model, but also cover different aspects of the new computing model.
The first step to approach this goal is a brief review of existing mechanisms and an analysis of their specifications (Section II). In this way we characterize different mechanisms, their use-cases, features and weaknesses.
The second step is to analyze security challenges which are identified in the cloud model because of the new concepts in it (Section III). We try to find out what is new in these security challenges. One possible approach here is to extract corresponding threat sources for each threat. A threat source is "the intent and method targeted at the intentional exploitation of a vulnerability or a situation and method that may accidentally trigger a vulnerability" [4] .
The last step is the evaluation of security monitoring mechanisms against new challenges in the model (Section IV). In this way, we try to find those issues which are not completely covered using available mechanisms. Finally, we propose new mechanisms which fulfill the new requirements.
In the following section, we will discuss security monitoring mechanisms.
II. SECURITY MONITORING MECHANISMS
Due to an increase in the amount of organized crime and insider threats, proactive security monitoring is crucial nowadays [5] . Moreover, in order to design an effective security monitoring system, a variety of challenges should be taken into account, for example, previous knowledge of threats and their specifications in the new environment, handling a large number of incidents, cooperation among interested parties and their privacy concerns, product limitations, etc.
Conventionally, cloud providers are not willing to disclose details of their security mechanisms. They justify this behavior in different ways, but it seems that the main motivation is fear of competitors stealing their ideas. To counter this, we reviewed security monitoring mechanisms from not only commercial solutions, but also open communities which are doing research in this field. In this analysis, we focus more on monitoring mechanisms which help us to cover new security challenges in the cloud model.
A. Commercial Solutions
We studied security solutions in the cloud model which are proposed by Amazon, Google, RackSpace and Microsoft. In this study, we started by reviewing white-papers and documents for each of those commercial solutions. As penetration testing is indistinguishable from security violations, Amazon has established a policy for customers to request permission to conduct penetration testing [7] . Establishing this policy helps AWS security monitoring service to reduce the number of false-positive alarms. Moreover, penetration testings that are conducted by variety of cloud customers, reveal useful information for understanding the ecosystem of security threats in the new model. Cloud providers should coordinate such testing to find out more about the threat ecosystem as well as possible security breaches in their own infrastructure.
• Security Bulletins "AWS tries to notify customers of security and privacy events using Security Bulletins." [7] Cloud customers monitor new vulnerabilities and change of policies using this service. As an example, we can refer to Amazon Payments Signature Validation where a vulnerability was identified in the sample code for application-side signature validation [8] .
• Catbird TM Vulnerability Monitoring Vulnerability monitoring is a part of the Catbird vSecurity product that provides security solutions for a cloud environment. Catbird vulnerability management has the following functionality: Audit, Continuous Compliance, Incident Response, Hybrid Vulnerability and IDS/IPS. 2) Google: Security monitoring in Google has three main targets, internal network, employee actions on Google systems and outside knowledge of vulnerabilities [9] .
At many points across their global network, internal traffic is inspected for suspicious behavior. They do this analysis using a combination of open-source and commercial tools. They also analyze system logs to identify unusual activity from their employees. In addition, a specific security team checks security bulletins for incidents which may affect Google's services [9] . On top they have a correlation system that coordinates the monitoring process among a variety of technologies. Google did not disclose any technical information about their monitoring mechanisms or even security functions, but if we refer to an internal security breach in July 2010 [10] , we see that those mechanisms are not working well enough to monitor such an incident.
3) RackSpace:
RackSpace started an open-source project called OpenStack [11] , including the code for Cloud Files and Cloud Servers Technology. NASA also joined this project with its Nebula platform which will be merged to Cloud Servers Technology and would become the computing component of OpenStack. This project will be discussed more in Section II-B2.
4) Microsoft Azure:
Microsoft has a security frame to share security knowledge. 10 different categories are introduced in that frame comprising [12] : Auditing and Logging, Authentication, Authorization, Communication, Configuration Management, Cryptography, Exception Management, Sensitive Data, Session Management, Validation.
Based on these categories and their definitions "Auditing and logging" is the category related to security monitoring. Auditing and Logging explains how security-related events are recorded, monitored, audited, exposed, compiled and partitioned across multiple cloud instances [12] .
B. Open Communities
We will first review the importance and influence of opensource solutions, and then analyze some of those communities and their solutions in more detail.
1) Contribution of open source solutions:
Open-source solutions and open communities address many security challenges in the cloud computing model. Open source platforms which are compatible with interfaces in commercial solutions (e.g. Amazon EC2 APIs), help customers to avoid data lockin. Moreover, building a hybrid cloud becomes easier by means of open source platforms, which have public interfaces compatible with interfaces in other cloud environments. As an example of compatible interfaces we can refer to Eucalyptus APIs which are compatible with Amazon EC2 APIs. This compatibility provides flexibility for cloud customers, enabling them to export data or processes to another cloud, when it is needed.
Additionally, open-source platforms and open communities can lead to a bigger ecosystem which is useful in studying threats. A threat study has at least two phases, first analyzing the ecosystem for possible security breaches, and second, verifying proposed security solutions to make sure that they satisfy the constraints.
2) Standards and open source solutions:
In the following section we introduce communities who develop open standards which can be used in a cloud environment.
• The Cloud Security Alliance (CSA) is a non-profit organization that develops effective ways of bringing security into the cloud computing model. Moreover, using cloud computing services to secure other types of computing models. [18] develops standards for identity deployment, provisioning and management. They also provide use cases which are useful for risk and threat analysis. Eucalyptus [19] , OpenNebula [20] , and OpenStack [11] are the three main open source platforms in cloud computing today. Each of them provide a variety of features and functionality, but their main focus is how to convert an existing pool of hardware resources into an IaaS provider. All of them have the common feature that they are compatible with Amazon EC2 interfaces.
Platforms are not the only type of software which are developed in open source projects. As an example, Zenoss [21] is an open source monitoring solution which is compatible with the new concepts in the cloud computing model.
III. SECURITY CHALLENGES
This section motivates the study of threats to cloud computing, and then reviews the top threats identified by CSA [15] . While reviewing these top threats we will study the abuse threat in more detail, facilitating building a framework for further in-depth analysis of other threats, which will be useful in characterizing the specifications of monitoring mechanisms. Finally, we try to understand what the new challenges are in the new computing model.
A. Threat Specifications
Our two main interests in finding threats to the cloud are:
• "Providing a needed context to assist organizations in making educated risk management decisions regarding their cloud adoption strategies." [22] • Utilizing effective monitoring mechanisms and introducing new ones to fulfill requirements in the cloud environment. The threat model in the cloud has some novelties [23] . First, in addition to data and software, activity patterns and business reputation should be protected. Moreover, a longer trust chain should be accepted. This is due to multiple service models (Software as a Service, Platform as a Service and Infrastructure as a Service) and possible combination of them. Parties in this trust chain will need mutual auditability in order to have some degree of assurance about the other parties. Another novelty is about availability issues in the cloud. We should always keep in mind that the same failure in the cloud computing will have more catastrophic effect than a failure in the traditional computing model.
According to [22] In order to achieve that, we may identify three stakeholders in the cloud computing model: Cloud provider, cloud customer and end user. Relations between these stakeholders are complicated, and this is one of the novelties of the cloud computing threat model [23] .
As an illustration, cloud customers may abuse services which they are paying for; hosting a phishing website is an example. In this case, both the cloud provider and end users face threats which are caused by this behavior. In addition, end users or clients of cloud customers can also misuse services which are provided for them. It will cause troubles for both the cloud provider and cloud customers: for instance, hosting illegal data on a storage service that utilizes IaaS as its infrastructure. Additionally, in both cases, communications between different stakeholders play a vital role in mitigating the threat. Moreover, it is clear that interests of stakeholders are not necessarily perfectly aligned. Therefore, conflicts may happen.
Different abuse cases can be itemized as follows:
• Anonymous Communication using cloud services for nefarious purposes. 
B. New Security Challenges
We are most interested in those new challenges in the cloud computing which have influence on monitoring techniques. For an exhaustive list of vulnerabilities and risks to cloud computing, please refer to the European Network and Information Security Agency (ENISA) report on cloud computing risk assessment [25] . 1) Cloud customers, who provide a service for end users, should assure their clients that their data is safe. Consequently, cloud customers must have some information about the cloud providers' staff with privileges to access the customers' data. Security monitoring mechanisms in the new model should provide functionality which help cloud customers to trust cloud providers' staff without revealing too much information about the personnel. 2) Data location and Conflicting laws. This is a new challenge, because in previous computing models the location of service providers' storage was clear. In the cloud model, however, storage and computing facilities are distributed over a number of regions. Now imagine a country that has restrictive laws which do not allow companies to store their data outside of the country borders. In this case, monitoring mechanisms should keep track of data location. Such mechanisms highly depend on cloud providers' cooperation and common interfaces among providers and customers. Moreover, cloud customers may need to ensure data privacy for their clients. On the other hand, cloud providers must obey their government regulations in disclosing data for lawful interception. This is one of the conflicting points between cloud customers and cloud providers when they are from different regions. As an illustration, one can refer to the conceptual conflicts between the USA Patriot Act [26] and PIPEDA (Personal Information Protection and Electronic Documents Act) [27] in Canada, or the Data Privacy Protection Directive [28] in the EU. For a specific system, a corresponding security monitoring approach must identify these conflicts and let the customer decide on using a particular cloud service or not. Additionally, end users of cloud customer services must be informed about these details by means of security mechanisms in each layer in the cloud model. 3) Reputation Isolation [25] (Fate-sharing [23] ). Cloud stakeholders' activities and behaviors affect each others reputation. For instance, in Amazon EC2's IP addresses blacklisting incident, if a monitoring agent was attached to each VM instances and a correlation system existed on the underlying layer, the cloud provider could differentiate instances that perform activities suspected to be spamming from others. 4) Incident Handling. Incidents happen in different layers of the cloud model and each layer may be operated by different authorities. Handling an incident needs not only cooperation among all authorities, but also policies and procedures for mitigating the incident. These policies and procedures should be introduced in the security monitoring solution. Stakeholders and authorities will apply these guidelines to handle the incident in the best fashion and decrease the degradation of services. Defining policies and procedures is the challenging part; as an example, a cloud customer should have access to log files which contain any traces of the incident. However, privacy of other customers must be protected. Additionally, investigation of one cloud customer should not affect the performance of other customers. One real case is about the FBI raid on two data centers in Texas.
In this investigation, they powered off the whole data center.
[29] 5) Data lock-in [23] . In case of a major security breach in the cloud infrastructure, customers should be able to migrate to another cloud infrastructure smoothly. A complete monitoring solution should check the compatibility of cloud service interfaces with standard interfaces to make sure that the migration will happen as it supposed to be. 6) Data deletion. File deletion has been a concern in all distributed systems, but it has became more challenging in the cloud computing paradigm [30] . Monitoring mechanisms, which have been used to track data location, are also useful in the file deletion challenge. In other words, same marking and tracking mechanisms can be used for hierarchical multi-label data marking. Therefor, cloud providers can keep track of data among all backup files and distributed storage. 7) Mutual auditability [23] . Stakeholders need to be sure of each others trustworthiness. Collaborative monitoring mechanisms in each cloud layer is crucial for this purpose. These collaborative mechanisms should communicate through a common interface among layers. 8) Side channels and Covert channels [23] . Complete analysis of this challenge and corresponding countermeasures is provided by Ristenpart et al. [31] .
IV. EVALUATION OF MECHANISMS AGAINST THREATS
Considering extracted threat specifications and new security challenges, we try to find weaknesses in existing mechanisms. By identifying weaknesses and their features, it becomes possible to find proper monitoring techniques in order to fulfill security monitoring requirements in the cloud computing model.
Commercial cloud services are closed environments. On the other hand, monitoring mechanisms should be changed in order to fulfill requirements in the new model. Lack of ecosys- New concepts behind the cloud computing concept impose constraints on monitoring mechanisms. Part of these constraints are not applicable to existing monitoring mechanisms. On-demand access and data perimeters are parts of new concepts.
Elasticity and on-demand access in the cloud model is a cause of some incompatibilities. As an example, scaling up/down [32] are not completely supported in current monitoring techniques. Moreover, definition or even existence of perimeters is not the same as before, therefor security solutions can not simply put guards at communication channels to control everything. This requires exhaustive research and development to add elasticity to solutions and control data at possible perimeters.
Another concern is about compliance of monitoring activities with legal issues (as explained in Section 2). Monitoring mechanisms should have flexibility so customers can choose from a set of compatible mechanisms regarding to their concerns and environmental constrains.
Security mechanisms are not mature enough to support reputation isolation; in order to cover this shortcoming, human interaction is required in some monitoring decisions. Human interaction in decision making is not scalable and can become a bottleneck [23] . A real life example is the Amazon EC2 whitelisting procedure for email sender instances.
As shown in Figure 1 , a cloud environment consists of different layers, each of which traditionally has its own monitoring mechanisms. These mechanisms are not aware of other layers, nor are they administered by the same groups. Moreover, mechanisms in each layer are focused on monitoring the corresponding layer [33] . So, there is no interoperability at all.
Consequently, we propose a cross-layer monitoring solution, which tries to mitigate some of the weaknesses in the current mechanisms (see Table I ). Each property deals with a set of new challenges. In the table we use challenge number from Section III-B to show the relation.
Utilizing cross-layer monitoring mechanisms will have several advantages. The first advantage is avoiding duplication of tasks in different layers. Second, monitoring will be more accurate because of the cooperation between different layers and use of richer information sources than traditional mechanisms. Third, redundancy can prevent monitoring mechanisms from becoming a single point of failure. Fourth, a cross-layer framework makes it easier for each layer to provide security services to layers above.
There are at least two main issues on the way for the crosslayer monitoring mechanism.
Trust and Compliance challenges: Companies are not willing to disclose information to others; because they can not trust one another, especially with information that can be used for security monitoring purposes. Moreover, if services in each layer are provided by companies from different countries, they may face critical problems such as conflicting laws that introduces compliance challenges, e.g., US Patriot Act and EU Data and Privacy Protection.
The trust issue has been a concern in all kind of cooperation; mutual auditability [23] may help to improve mutual trustworthiness which can lead to relax the issue.
Inter-layer Communication: Another issue in cross-layer approach is that lack of standard communication interfaces prevent layers from knowing about each other's semantics, and there is no way to share that context, even if they are willing to do so. Defining APIs in each layer is a step forward, and this can also help in mutual auditability which relaxes the trust challenges.
V. CONCLUSION AND FURTHER WORK
It is not feasible to fit all existing monitoring mechanisms into the new model. Cloud computing has new challenges, and new techniques thus need to be developed for resolving these challenges. As an illustration, new mechanisms need to be implemented for the reputation isolation challenge in 3. On the other hand, existing mechanisms should also be adapted to new concepts such as elasticity, hence they would be still applicable in mitigating old challenges.
There are some obstacles in the way of developing new security mechanisms. First of all, solution providers need to have access to different components of a cloud environment so they can study them and also propose and develop proper solutions. Cloud providers work on their proprietary solutions but of course that is never enough. Open environments should be available so others can do the same. Open source platforms, like Eucalyptus, are the way to address that requirement.
Additionally, while reviewing available security mechanisms, it was clear that the security model is not mature yet, and monitoring mechanisms need extensive development. Open communities are working on standards for components in the model; these standards help us not only in securing the model, but also in clarifying the common understanding of security requirements.
Finally, we proposed a cross-layer security monitoring solution which helps in dealing with several new challenges in the cloud computing model. In addition, our approach avoids duplication of tasks in multiple layers, and improves accuracy in existing monitoring mechanisms.
Solution properties Challenges
Components of cross-layer monitoring approach Common interfaces between each layer all Monitoring agent attached to each instance or delivered service 4, 3 Hierarchical multi-label data marking 2, 6 Layer specific monitoring coordinator which manage monitoring agents in the corresponding layer.
2, 4, 3, 8 Layer specific Log manager which provides proper log details for customers based on their requirements without putting other customers' privacy at risk.
4
Compatibility monitoring of deployed interfaces against standard APIs. 5 Document artifacts List of regulations that influence the specific cloud environment. 2 Policies and procedures approved by authorities and service providers for handling an incident in a predictable way, with least side effect on other customers.
TABLE I PROPERTIES OF CROSS-LAYER SECURITY MONITORING APPROACH AND CORRESPONDING CHALLENGES THAT EACH PROPERTY DEAL WITH.
Our contribution could be expanded in the future by taking into account intrusion detection approaches in Grid Computing and enterprise-wide Security Information and Event Management systems.
